THE BOARD OF SUPERVISORS OF THE COUNTY OF STANISLAUS

ACTION AGENDA SUMMARY
DEPT: Strategic Business Technology My vy, BOARD AGENDA # *B-5
Urgent [] Routine [a] \& AGENDA DATE_August 2, 2011
CEO Concurs with Recommendation YES [& NO [:] 4/5 Vote Required YES [®] NO 1
(Inforntation Attached)

SUBJECT:

Approval to Award the Contract for the Strategic Business Technology Fiber Channel Shared Storage
System Solution for Data Recovery and Storage to AMS.NET of Livermore, California

STAFF RECOMMENDATIONS:

1. Approve the award of the contract for the Strategic Business Technology Fiber Channel Shared
Storage System Solution to AMS.NET of Livermore, California.

2. Authorize the General Services Agency - Purchasing Division to negotiate and sign a contract for
technical assistance and equipment purchase for the Strategic Business Technology Fiber Channel
Shared Storage System Solution to AMS.NET in the amount of $181,369.

3. Approve the additional project costs in the amount of $17,180 for the installation of a 20 amp 208V
electrical outiet, training for two (2) Strategic Business Technology Engineers, and fixed asset
depreciation. (continue on next page)

FISCAL IMPACT:

Strategic Business Technology has $200,000 of fund balance dedicated for the new data storage and data
recovery system project. The cost of the project includes the shared storage solution equipment and
software, project implementation, cost for two (2) 24-port minimum fiber channel switches, three (3) years
of all hardware and software maintenance and support, installation of a 20 amp 208V electrical outlet,
training for two (2) Strategic Business Technology Engineers, and fixed asset depreciation.

(continue on next page)

No. 2011-459
On motion of Supervisor____ Chiesa , Seconded by Supervisor ___ Withrow.________________
and approved by the following vote,
Ayes: Supervisors:_______ O’Brien, Chiesa. Withrow, DeMartini, and Chairman Monteith. ___ _______________________._._
Noes: Supervisors:_______________ NON .
Excused or Absent: Supervisors:._None _
Abstaining: Supervisor;_____ | NOD
1) X Approved as recommended
2) Denied
3) Approved as amended
4) Other:
MOTION:

it osia

ATTEST: CHRISTINE FERRARO TALLMAN, Clerk File No.
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STAFF RECOMMENDATIONS (continued):
4. Approve the increase of appropriations for Strategic Business Technology Fiscal Year
2011-2012 Budget by $198,549 for the Fiber Channel Shared Storage System

Solution funded by departmental fund balance.

5. Direct the Auditor-Controller to increase appropriations as detailed on the budget
journal form.

FISCAL IMPACT (corntinued):

Costs for the project will be broken out as follows:

Materiais Implementation
Description Cost Tax Cost TOTAL
Fiber Channel Storage Equipment $ 78,298 $ 6685 | % -1 $ 84983
Fiber Channel Storage Software $ 42695 $ 42695
3-yr Equipment Maintenance and Support | $ 4,594 $ 4,594
3-yr Software Maintenance and Support $ 12,279 $ 12279
Vendor design, engineering, and
implementation $ 27,043 | $ 27,043
Training Units for two (2) SBT Systems
Engineers $ 9,775 3 9,775
SUBTOTALS | $§ 147,641 $ 6685 | $ 27,043
TOTAL CONTRACT TO AMS.NET $ 181,369
Training Travel Expenses $ 1,500 | $ 1,500
Electrical Outlet Installation $ 100 $ 600 | $ 700
Fixed Asset Depreciation $ 14,980 $ 14,980
OTHER PROJECT RELATED COSTS $ 17,180
l TOTAL PROJECT COSTS $ 198,549

DISCUSSION:

On March 15, 2011, the Stanislaus County Board of Supervisors authorized the General
Services Agency — Purchasing Division to issue a Request for Proposal for the Strategic
Business Technology fiber channel shared storage system solution for mission critical
systems. The Request for Proposal was posted on March 17, 2011. The top ranking
proposer was AMS.NET of Livermore, California.

Request for Proposal — 2011 Recommendation to Award Contract

In collaboration with the County’s General Services Agency, Strategic Business Technology
developed a Request for Proposal that identified a scope of work and list of requirements to
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provide an efficient and cost effective solution for the fiber channel shared storage system
for data recovery and storage for mission critical systems.

The Request for Proposal was issued and proposals were due on April 19, 2011. Four (4)
proposals were received, but one (1) was rejected for failure to sign Addendum 1, 2 & 3 and
failure to complete and sign Clarification Addendum. The remaining three (3) proposals
were received and independently reviewed by an evaluation team. The evaluation team
consisted of staff from Strategic Business Technology, Behavioral Health and Recovery
Services, Community Services Agency, and the Health Services Agency. Each evaluator
scored the proposals and aggregate rankings were submitted to the General Services
Agency. Pricing proposal scoring was based on a five (5) year assessment that inciuded
one-time initial equipment, licenses, support costs, and implementation and the recurring
annual maintenance and support costs for the system. AMS.NET had the most
comprehensive implementation plan and competitive system pricing. AMS.NET will work
collaboratively with Strategic Business Technology Engineers on-all aspects of the project
from planning, design, implementation, cutover and data migration for the new data storage
solution. AMS.NET will provide knowledge transfer on the new storage system and train
Strategic Business Technology engineers on data migration procedures and the daily
management operations of the storage environment. In addition to the hands on training
provided by AMS.NET, two (2) Strategic Business Technology Engineers will attend a week
long intensive training on the new storage system. This will provide staff the training
required to troubleshoot and manage the new unified storage environment.

A notice of intent to award was provided to the top ranking proposer, AMS.NET, on May 6,
2011. A corresponding notice was sent to the other two proposers on May 6, 2011. There
were no protests or appeals received by the May 13, 2011 deadline.

In the original Request for Proposal, add alternate pricing for switches, training, and a small
disaster recovery site were requested. Of the add alternates provided, only the training for
the Strategic Business Technology engineers will be considered. Due to the significant cost
to implement a completely new Disaster Recovery site, Strategic Business Technology plans
to use the existing storage area network equipment to provide backup to the new storage
solution at the off-site storage location.

It is Strategic Business Technology’s recommendation that the Board of Supervisors
approve to award the contract for the fiber channel shared storage for data recovery and
storage system to AMS.NET in the amount of $181,369 and to approve the additional project
cost for training, electrical, and fixed asset depreciation in the amount of $17,180. Direct the
Auditor Controller to increase appropriations as indicated in the attached budget journal.

Background

County business processes have become ever more dependent upon information
technology systems. Every information technology system should have some process for




Approval to Award the Contract for the Strategic Business Technology Fiber Channel
Shared Storage System Solution for Data Recovery and Storage to AMS.NET of Livermore,
California

Page 4

data recovery from a critical failure as part of a Business Continuity Plan. Frequently, this
takes the form of data backup to some storage medium. Traditionally this is executed via a
tape-based system. Some information technology systems, like Strategic Business
Technology’s, which provide a variety of mission critical business functions, require more
robust backup systems and plans to ensure that data is not forever lost.

An enterprise shared storage system is very efficient and robust with full redundancy in
controllers, drives, power supplies, connectivity, and provides multiple security levels for
data protection and a high level of performance. Since 2004, Strategic Business
Technology has been using a fiber channel shared storage for mission critical systems such
as the primary cluster file system, Oracle Financial Management System, PeopleSoft
Human Resource Management System databases, StanCERA System, Revenue Recovery
Collection System, other databases, GroupWise email post offices, and virtualization
infrastructure.

Shared storage systems provide the following benefits over local storage in an enterprise
data center:

¢ Data safeguards with fully redundant controllers, disks, and power supplies.

e Increased performance and flexibility due to the amount of hard disks running
together in a redundant array of independent disks.

e Very easy to expand capacity.

o More efficient disk space utilization. Storage is kept in pools which allow the exact
amount of space to be allocated directly to the servers that need it. Local servers
may have lots of extra disk space that’s not in use, but there’s no way to re-allocate
that space to another server.

e Allows for high availability server services such as clustering.

Can be mirrored to another like storage system in an off-site location for real time

backup and redundancy.

Can optimize performance for the specific tasks the server will need to perform.

Faster, centralized backup to tape.

Provides TIER 1 level up time (99.999% storage availability to servers).

Reduced power consumption as compared to local storage.

Provides flexibility and time savings when servers are upgraded.

Shared storage allows Strategic Business Technology to make data readily available and
greatly improves operational efficiency. However, with the expansion of technology and
increased use of software applications and databases, the Strategic Business Technology
shared storage system has been at capacity for the past two (2) years. The lack of shared
storage space has required Strategic Business Technology to use the local storage on
physical servers. If one of these servers goes down, it will take hours or even days to move
the data/applications to another system. County staff could have significant downtime in the
case of server failure, regular maintenance period, or server replacement. In order to
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minimize County staff downtime, Strategic Business Technology currently schedules regular
maintenance or server replacement after hours.

The shared storage system is of great use not only for server failures or problems, but
during regular maintenance periods when servers need to be upgraded / patched or if the
server needs to be physically replaced because it is at the end-of-life. Patches are updated
every two (2) weeks and application and operating system upgrades performed 2-3 times
per year on one hundred-eighty (180) servers. At this time, there are up to one hundred-ten
(110) servers that are not part of the existing shared storage system.

Infrastructure staff time utilization would be extremely more efficient if all of the servers were
on the shared storage system. Although server failure is rare (maybe a couple of times in
the past five years), the County’s exposure to risk and data loss increase as the number of
servers, applications, and databases continue to grow.

The critical delivery and security of electronic information mandates that County
departments be efficient and effective when delivering these services. The County has been
strategically approaching content and document management from an integrated, enterprise
approach. An Electronic Data Management solution provides significant document
management capability, allowing more efficient management, flow, and storage of vast
amounts of required paper records. For an Electronic Data Management solution to be
effective, a County infrastructure must provide scanning options, document management,
search and retrieval functionality, secure and redundant storage methods, and a robust
network.

The increase in utilization of Electronic Data Management continues to grow rapidly because
it can greatly reduce the requirements of paper storage, decrease the time required to
produce and share records, and ensure compliance with federal and state records
regulations. Because the shared storage system has been at capacity for over two (2)
years, the Electronic Data Management documents are currently stored on the local storage
of a physical server. Once this server local storage is full, no additional documents could be
stored.

In order to ensure business continuity of mission critical systems and data, improve the
County’s ability to recover from a disaster, allow for continued growth and use of technology
resources, make daily operations more efficient, and reduce the risk of lost data or County
staff time, Strategic Business Technology has identified a critical need to expand or replace
the existing fiber channel shared storage system.

Strategic Business Technology Shared Storage System Solution

Strategic Business Technology has researched and assessed a large variety of storage
platforms from low end stand alone configurations to high end enterprise systems. With the
substantial investment already made to virtualization and the significant shared storage
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space requirements, Strategic Business Technology has established the best option wouid
be an enterprise level, fiber channel capable shared storage system. A fiber channel
storage system will provide consistent performance and reliability, while allowing capacity
expansion options to meet the County’s future needs. Strategic Business Technology has
engineers trained in fiber channel storage system management and has been managing this
type of environment for over six (6) years.

POLICY ISSUES:
This action is consistent with the Board’s priorities of an Efficient Delivery of Public

Services by providing an efficient and cost effective solution for the fiber channel shared
storage system for data recovery and storage for mission critical systems.

STAFFING IMPACT:
Existing staff from the General Services Agency and Strategic Business Technology will

complete the tasks associated with this recommendation. There are no additional
staffing impacts associated with this item.

CONTACT INFORMATION:

Marcia Cunningham, Director of Strategic Business Technology — (209) 525-4357
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SLTANLSLAUS COUNYTY LRLLEERAS
SBT ADMINISTRATION
(209) 525-4357

1010 TENTH ST, SUITE 5400 801 1iTH ST #4100
MDDESTO, CALIFORNIA 95353 MODESTO, CA 95352

Purchasing Division

TEL: (208) 5255319
FAX: (209) 525-7787

Sttiviag to hu the Begr

) {ORRESPONDENCE BELATED TO-THIS ORDE
VENDOR: AMS .NET INC SBT ADMINISTRATION DATE OF ORDEA  BUYEA

AMS . NET (209) 525-4357 16-AUG-11 C Rlair
502 COMMERCE WAY 801 11TH ST #4100
LIVERMORE,CA 94551 MODESTG,CA 95354 DBATE OF REVISION BUYER
CUSTOMER ACGT NO, VENDOR ND. FAYMENT TERNS FREIGHT TERMS FOR. SHIF VIA
30326 30 NET PREPAID DESTINATION COMMON CARRIER
CONFIRM TO/TELEPHONE AEQUESTOR / DELIVER TO

(925) 245-6100

ELIVERY DAT

CONTRACT # 28307

FY 11/12

SBT DATA STORAGE SOLUTION CONTRACT AWARD FOR
EQUIP, SOFTWARE, TRAINING, 3-YR SUPPORT/ MARINT,
& PROFESSIONAL SVCS. SOFTWARE SHALL BE RCVD BY
ELECTRONIC DISTRIBUTION ONLY, NO TRANSFER OF
TANGIBLE PERSONAL PROPERTY.

CONTRACT MAX $ 181,369. EXPIRES 8/15/12

All prices and amounts on this order are expressgd in: US dgllar
1 4,594.00 N

FY 11/12 EQUIP MAINT 5031.48100.61600.

Continued !
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Address at top of page

Continued
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AGREEMENT
FOR
PROFESSIONAL SERVICES

This Agreement for Professional Services is made and entered into by and between
the County of Stanislaus ("County"} and AMS.NET, Inc., a California corporation,
("Consultant"), as of August /4, , 2011 (the "Agreement").

Introduction

WHEREAS, the County has a need for services involving the implementation of Fiber
Channel Shared Storage System Solution for Data Recovery and Storage; and

WHEREAS, the Consultant is specially trained, experienced and competent to
perform and has agreed to provide such services;

NGCW, THEREFORE, in consideration of the mutual promises, covenanis, terms and
conditions hereinafter contained, the parties hereby agree as follows:

Terms and Conditions

1. Scope of Work

1.1 The Consultant shall furnish to the County upon execution of this Agreement or
receipt of the County's written authorization to proceed, those services and work set forth in
Exhibit A, which is attached hereto and, by this reference, made a part hereof.

1.2  All documents, drawings and written work product prepared or produced by the
Consultant under this Agreement, including without limitation electronic data files, are the
property of the Consultant; provided, however, the County shall have the right to reproduce,
publish and use all such work, or any part thereof, in any manner and for any purposes
whatsoever and to authorize others to do so. If any such work is copyrightable, the
Consultant may copyright the same, except that, as to any work which is copyrighted by the
Consultant, the County reserves a royalty-free, non-exclusive, and irrevocable license to
reproduce, publish, and use such work, or any par thereof, and to authorize others to do so.
The County shall defend, indemnify and hold harmless the Consuitant and its officers,
employees, agents, representatives, subcontractors and consultants from and against all
claims, damages, losses, judgments, liabilities, expenses and other costs, arising out of or
resuiting from the County’s reuse of the documents and drawings prepared by the Consultant
under this Agreement.

1.3  Services and work provided by the Consultant under this Agreement will be
performed in a timely manner in accordance with a schedule of work set forth in Exhibit A. If
there is no schedule, the hours and times for completion of said services and work are io be

AMS.NET (FY 11-12)
Prof. Serv. Agmt. (Rev. 2.12.07) Team #28172
Page 1 of 16



set by the Consultant; provided, however, that such schedule is subject to review by and
concurrence of the County.

1.4  The Consultant shall provide services and work under this Agreement
consistent with the requirements and standards established by applicable federai, state and
County laws, ordinances, regulations and resolutions. The Consultant represents and
warrants that it will perform its work in accordance with generally accepted industry standards
and practices for the profession or professions that are used in performance of this
Agreement and that are in effect at the time of performance of this Agreement. Except for
that representation and any representations made or contained in any proposal submitted by
the Consultant and any reports or opinions prepared or issued as part of the work performed
by the Consultant under this Agreement, Consultant makes no other warranties, either
express or implied, as part of this Agreement.

1.5  If the Consultant deems it appropriate to employ a consultant, expert or
investigator in connection with the performance of the services under this Agreement, the
Consuitant will so advise the County and seek the County’s prior approval of such
employment. Any consultant, expert or investigator employed by the Consultant will be the
agent of the Consultant not the County.

2. Consideration

- 2.1 The Consultant shall be compensated on either a time and materials basis or a
lump sum basis, as provided in Exhibit A attached hereto.

2.2  Except as expressly provided in this Agreement, Consultant shall not be entitled
to nor receive from County any additional consideration, compensation, salary, wages or
other type of remuneration for services rendered under this Agreement, including, but not
limited to, meals, lodging, transportation, drawings, renderings or mockups. Specifically,
Consultant shall not be entitled by virtue of this Agreement to consideration in the form of
overtime, health insurance benefits, retirement benefits, disability retirement benefits, sick
leave, vacation time, paid holidays or other paid ieaves of absence of any type or kind
whatsoever.,

2.3 The Consultant shall provide the County with a monthly or a quarterly
statement, as services warrant, of fees earned and costs incurred for services provided
during the billing period, which the County shalt pay in full within 30 days of the date each
invoice is approved by the County. The statement will generally describe the services
performed, the applicable rate or rates, the basis for the calculation of fees, and a
reasonable itemization of costs. All invoices for services provided shall be forwarded in the
same manner and to the same person and address that is provided for service of notices

herein.

2.4  County will not withhold any Federal or State income taxes or Social Security
tax from any payments made by County to Consultant under the terms and conditions of this
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Agreement. Payment of all taxes and other assessments on such sums is the sole
responsibility of Consultant. County has no responsibility or liability for payment of
Consultant's taxes or assessments.

3. Term

3.1 The term of this Agreement shall be from the date of this Agreement until
completion of the agreed upon services unless sooner terminated as provided below or
unless some other method or time of termination is listed in Exhibit A.

3.2  Should either party default in the performance of this Agreement or materially
breach any of ifs provisions, the other party, at that party's option, may terminate this
Agreement by giving written notification to the other party. :

3.3 The County may terminate this agreement upon 30 days prior written notice.
Termination of this Agreement shall not affect the County’s obligation to pay for all fees
earned and reasonable costs necessarily incurred by the Consultant as provided in
Paragraph 2 herein, subject to any applicable setoffs.

3.4  This Agreement shall terminate automaticatly on the occurrence of (a)
bankruptcy or insolvency of either party, or (b) sale of Consultant's business.

4, Required Licenses, Certificates and Permits

Any licenses, certificates or permits required by the federal, state, county or municipal
governments for Consultant to provide the services and work described in Exhibit A must be
procured by Consultant and be valid at the time Consuitant enters into this Agreement.
Further, during the term of this Agreement, Consultant must maintain such licenses,
certificates and permits in full force and effect. Licenses, certificates and permits may
include but are not limited to driver's licenses, professional licenses or ceilificates and
business licenses. Such licenses, certificates and permits wilt be procured and maintained in
force by Consultant at no expense to the County.

5. Office Space, Supplies, Equipment, Etc.

Unless otherwise provided in this Agreement, Consultant shall provide such office
space, supplies, equipment, vehicles, reference materials and telephone service as is
necessary for Consultant io provide the services under this Agreement. The Consultant—-not
the County--has the sole responsibility for payment of the costs and expenses incurred by
Consultant in providing and maintaining such items.

6. Insurance

6.1 Consultant shall take out, and maintain during the life of this Agreement,
insurance policies with coverage at least as broad as follows:
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6.1.1 General Liability. = Commercial general liability insurance
covering bodily injury, personal injury, property damage, products and
completed operations with fimits of no less than One Million Dollars
($1,000,000) per incident or occurrence. If Commercial General Liability
Insurance or other form with a general aggregate limit is used, either the
general aggregate limit shall apply separately to any act or omission by
Consultant under this Agreement or the general aggregate limit shall be twice
the required occurrence limit.

6.1.2 Professional Liability Insurance. Professional errors and
omissions {malpractice) iiability insurance with limits of no less than One Million
Dollars ($1,000,000) aggregate. Such professional liability insurance shall be
continued for a period of no less than one year following completion of the
Consultant’s work under this Agreement.

6.1.3 Automobile Liability Insurance. If the Consultant or the
Consuitant's officers, employees, agents or representatives utilize a motor
vehicle in performing any of the work or services under this Agreement,
owned/non-owned auiomobile liability insurance providing combined single
limits covering bodily injury and property damage liability with limits of no less
than One Million Dollars ($1,000,0G0) per incident or occurrence. '

6.1.4 Workers' Compensation Insurance. Workers' Compensation
insurance as required by the California Labor Cede. In signing this contract,
the Consuitant certifies under section 1861 of the Labor Code that the
Consultant is aware of the provisions of section 3700 of the Labor Code which
requires every employer {o be insured against liability for workmen's
compensation or to undertake self-insurance in accordance with the provisions
of that code, and that the Consultant will comply with such provisions before
commencing the performance of the work of this Agreement.

6.2  Any deductibles, self-insured retentions or named insureds must be declared in
writing and approved by County. At the option of the County, either: {a) the insurer shall
reduce or eliminate such deductibies, self-insured retentions or named insureds, or (b) the
Consultant shall provide a bond, cash, letter of credit, guaranty or other security satisfactory
to the County guaranteeing payment of the self-insured retention or deductible and payment
of any and all costs, losses, related investigations, claim administration and defense
expenses. The County, in iis sole discretion, may waive the requirement to reduce or
eliminate deductibles or self-insured retentions, in which case, the Consultant agrees that it
will be responsible for and pay any self-insured retention or deductible and will pay any and
all costs, losses, related investigations, claim administration and defense expenses related to
or arising out of the Consultant's defense and indemnification obligations as set forth in this

Agreement.
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6.3 The Consultant shall obtain a specific endorsement to all required insurance
policies, except Workers' Compensation insurance and Professional Liability insurance,
naming the County and its officers, officials and employees as additional insureds regarding:
(a) liability arising from or in connection with the performance or omission o perform any
term or condition of this Agreement by or on behalf of the Consultant, including the insured's
general supervision of its subcontractors; (b) services, products and completed operations of
the Consultant; (c) premises owned, occupied or used by the Consultant; and (d)
automobiles owned, leased, hired or borrowed by the Consultant. For Workers'
Compensation insurance, the insurance carrier shall agree to waive all rights of subrogation
against the County its officers, officials and employees for losses arising from the
performance of or the omission to perform any term or condition of this Agreement by the

Consultant.

6.4 The Consultant's insurance coverage shall be primary insurance regarding the
County and County's officers, officials and employees. Any insurance or self-insurance
maintained by the County or County's officers, officials and employees shall be excess of the
Consultant's insurance and shall not contribute with Consultant's insurance.

6.5  Any failure to comply with renorting provisions of the policies shall not affect
coverage provided io the County or its officers, officials and employees.

6.6  The Consultant's insurance shall apply separately to each insured against
whom claim is made or suit is brought, except with respect to the limits of the insurer's

liability.

6.7  Each insurance policy required by this section shall be endorsed to state that
coverage shall not be suspended, voided, canceled by either party except after thirty (30)
days' prior written notice has been given to County. The Consultant shall promptly notify, or
cause the insurance carrier to promptly notify, the County of any change in the insurance
policy or policies required under this Agreement, including, without limitation, any reduction in
coverage or in limits of the required policy or policies.

6.8 Insurance shall be placed with California admitted insurers (licensed to do
business in California) with a current rating by Best's Key Rating Guide of no less than A-:Vil;
provided, however, that if no California admitted insurance company provides the required
insurance, it is acceptable to provide the required insurance through a United States
domiciled carrier that meets the required Best's rating and that is listed on the current List of
Eligible Surplus Line Insurers maintained by the California Department of Insurance.

6.9  Consultant shall require that all of its subcontractors are subject to the
insurance and indemnity requirements stated herein, or shall include all subcontractors as
additional insureds under its insurance policies.

6.10 At least ten (10) days prior to the date the Contractor begins performance of its
obligations under this Agreement, Contractor shall furnish County with certificates of
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insurance, and with original endorsements, showing coverage required by this Agreement,
including, without limitation, those that verify coverage for subcontractors of the Contractor.
The certificates and endorsements for each insurance policy are to be signed by a person
authorized by that insurer to bind coverage on its behalf. All cerificates and endorsements
shall be received and, in County's sole and absolute discretion, approved by County. County
reserves the right to require complete copies of all required insurance policies and
endorsements, at any time.

6.11 The limits of insurance described herein shall not limit the liability of the
Consultant and Consultant’s officers, employees, agents, representatives or subcontractors.
7. Defense and Indemnification

7.1 To the fullest extent permitted by law, Consultant shall indemnify, hold
harmless and defend the County and its agents, officers and employees from and against all
claims, damages, losses, judgments, liabilities, expenses and other costs, inciuding litigation
costs and attorneys’ fees, arising out of, resulting from, or in connection with the performance
of this Agreement by the Consultant or Consultant's officers, employees, agents,
representatives or subcontracters and resulting in or attributable to personal injury, death, or
damage or destruction to tangible or intangible property, including the loss of use.
Notwithstanding the foregoing, Consultant's obligation to indemnify the County and its
agents, officers and employees for any judgment, decree or arbitration award shall extend
only to the percentage of negligence or responsibility of the Consultant in contributing to such
claim, damage, loss and expense.

7.2  Consultant's obligation to defend, indemnify and hold the County and its
agents, officers and employees harmless under the provisions of this paragraph is nct limiied
to or restricted by any requirement in this Agreement for Consuitant to procure and maintain

a policy of insurance.

7.3 To the fuliest extent permitted by law, the County shall indemnify, hold
harmless and defend the Consultant and its officers, employees, agents, representatives or
subcontractors from and against ali claims, damages, losses, judgments, liabilities, expenses
and other costs, including litigation costs and attorney's fees, arising out of or resulting from
the negligence or wrongful acts of County and its officers or employees.

7.4  Subject to the limitations in 42 United States Code section 9607 (g), and unless
otherwise provided in a Scope of Services approved by the parties:

(a) Consuitant shall not be responsible for liability caused by the presence
or release of hazardous substances or contaminants at the site, unless the release results
from the negligence of Consultant or its subcontractors;

(b) Mo provision of this Agreement shall be interpreted to permit or obligate

Consultant to assume the status of "generator,” “owner,” “operator,” “arranger,” or
“transporter” under state or federal law; and
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(c)  Atnotime, shall title to hazardous substances, solid wastes, petroleum
contaminated soils or other regulated substances pass to Consultant.

8. Status of Consultant

8.1  All acts of Consultant and its officers, employees, agents, representatives,
subcontractors and all others acting on behalf of Consultant relating to the performance of
this Agreement, shall be performed as independent contractors and not as agents, officers or
employees of County. Consultant, by virtue of this Agreement, has no authority to bind or
incur any obligation on behalf of County. Except as expressly provided in Exhibit A,
Consultant has no authority or responsibility to exercise any rights or power vested in the

County. No agent, officer or employee of the County is to be considered an employee of
Consultant. It is understood by both Consultant and County that this Agreement shall not be
construed or considered under any circumstances to create an employer-employee
relationship or a joint venture.

8.2 At all times during the term of this Agreement, the Consultant and its cfficers,
employees, agents, representatives or subcontractors are, and shall represent and conduct
themselves as, independent contractors and not employees of County.

8.3  Consultant shall determine the method, details and means of performing the
work and services to be provided by Consuitant under this Agreement. Consultant shail be
responsible to County only for the requirements and results specified in this Agreement and,
except as expressly provided in this Agreement, shall not be subjected to County's control
with respect to the physical action or activities of Consultant in fulfillment of this Agreement.
Consultant has control over the manner and means of performing the services under this
Agreement. If necessary, Consultant has the responsibility for employing other persons or
firms to assist Consultant in fulfilling the terms and obligations under this Agreement.

8.4  Consultant is permitied to provide services to others during the same period
service is provided to County under this Agreement; provided, however, such services do not
conflict directly or indirectly with the performance of the Consuitant’s obligations under this

Agreement.

8.5 Ifin the performance of this Agreement any third persons are employed by
Consultant, such perscns shall be entirely and exclusively under the direction, supervision
and control of Consultant. All terms of employment inciuding hours, wages, working
conditions, discipline, hiring and discharging or any other term of employment or
requirements of law shall be determined by the Consultant.

8.6  Itis understood and agreed that as an independent contractor and not an
employee of County, the Consultant and the Consultant's officers, employees, agents,
representatives or subcontractors do not have any entitlement as a County employee, and,
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except as expressly provided for in any Scope of Services made a part hereof, do not have
the right to act on behalf of the County in any capacity whatsoever as an agent, or to bind the
County to any obligation whatsoever.

8.7  ltis further understood and agreed that Consultant must issue W-2 forms or
other forms as required by law for income and employment tax purposes for all of
Consultant's assigned personnel under the terms and conditions of this Agreement.

8.8  As an independent contractor, Consultant hereby indemnifies and holds County
harmless from any and all claims that may be made against County based upon any
contention by any third party that an employer-employee relationship exists by reason of this
Agreement.

9. Records and Audit

9.1  Consultant shall prepare and maintain all writings, documents and records
prepared or compiled in connection with the performance of this Aareement for a minimum of
four (4) years from the termination or completion of this Agreement. This includes any
handwriting, typewriting, printing, photostatic, photographing and every other means of
recording upon any tangible thing, any form of communication or representation including
letters, words, pictures, sounds or symbols or any combination thereof.

9.2  Any authorized representative of County shall have access to any writings as
defined above for the purposes of making audit, evaluation, examination, excerpts and
transcripts during the period such records are to be maintained by Consuitant. Further,
County has the right at all reasonable times to audit, inspect or otherwise evaluate the work
performed or being performed under this Agreement.

10. Confidentiality

The Consultant agrees to keep confidential all information obtained or learned during
the course of furnishing services under this Agreement and to not disclose or reveal such
information for any purpose not directly connected with the matter for which services are
provided.

11. Nondiscrimination

During the performance of this Agreement, Consultant and its officers, employees,
agents, representatives or subcontractors shall not unlawfully discriminate in violation of any
federal, state or local law, rule or regulation against any employee, applicant for empioyment
or person receiving services under this Agreement because of race, religion, color, national
origin, ancestry, physical or mental disability, medical condition (including genetic
characteristics), marital status, age, political affiliation, sex or sexual orientation. Consultant
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and its officers, employees, agents, representatives or subcontractors shall comply with all
applicable Federal, State and local laws and regulations related to non-discrimination and
equal opportunity, including without limitation the County’s nondiscrimination policy; the Fair
Employment and Housing Act (Government Code sections 12900 et seq.); California Labor
Code sections 1101, 1102 and 1102.1; the Federal Civil Rights Act of 1964 (P.L. 88-352), as
amended; and all applicable regulations promulgated in the California Code of Regulations or
the Code of Federal Regulations.

12. Assignment

This is an agreement for the services of Consultant. County has relied upon the skills,
knowledge, experience and training of Consultant and the Consultant's firm, associates and
employees as an inducement to enter into this Agreement. Consultant shall not assign or
subcontract this Agreement without the express written consent of County. Further,
Consultant shall not assign any monies due or to become due under this Agreement without
the prior written consent of County.

13. Waiver of Dafault

Waiver of any defauit by either party to this Agreement shall not be deemed to be
waiver of any subsequent default. Waiver or breach of any provision of this Agreement shall
not be deemed to be a waiver of any other or subsequent breach, and shall not be construed
to be a medification of the terms of this Agreement unless this Agreement is modified as
provided below.

14, Notice

Any nctice, communication, amendment, addition or deletion to this Agreement,
including change of address of either party during the term of this Agreement, which
Consultant or County shall be required or may desire tc make shall be in writing and may be
personally served or, alternatively, sent by prepaid first class mail to the respective parties as
follows:

To County: Codinty of Stanislaus
Attn: Purchasing Agent
1010 10" Street, Suite 5400
Modesto, CA 95353

To Consultant: AMS.NET, Inc.
- 502 Commerce Way
Livermore, CA 94551-7812

i5. Conflicts

Consultant agrees that it has no interest and shall not acquire any interest direct or
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indirect which would conflict in any manner or degree with the performance of the work and
services under this Agreement.

16. Severability

If any portion of this Agreement or application thereof to any person or circumstance
shall be declared invalid by a court of competent jurisdiction or if it is found in contravention
of any federal, state or county statute, ordinance or regulation the remaining provisions of
this Agreement or the application thereof shall not be invalidated thereby and shall remain in
full force and effect to the extent that the provisions of this Agreement are severable.

17. Amendment

This Agreement may be modified, amended, changed, added to or subtracted from by
the mutual consent of the parties hereto if such amendment or change is in written form and
executed with the same formalities as this Agreement and attached to the original Agreement
to maintain continuity.

18. Entire Agreement

This Agreement supersedes any and all other agreements, either oral or in writing,
between any of the parties herein with respect to the subject matter hereof and contains all
the agreements between the parties with respect to such matter. Each party acknowledges
that no representations, inducements, promisss or agreements, oral or otherwise, have been
made by any party, or anyone acting on behalf of any party, which are not embodied herein,
and that no other agreement, statement or promise not contained in this Agreement shall be

valid or binding.

19. Advice of Attorney

Each party warrants and represents that in executing this Agreement, it has received
independent legal advice from its attorneys or the opportunity to seek such advice.

20. Construction

Headings or captions to the provisions of this Agreement are solely for the
convenience of the parties, are not part of this Agreement, and shall not be used fo interpret
or determine the validity of this Agreement. Any ambiguity in this Agreement shall nct be
construed against the drafter, but rather the terms and provisions hereof shall be given a
reasonable interpretation as if both parties had in fact drafted this Agreement.

21. Governing Law and Venue

This Agreement shall be deemed to be made under, and shall be governed by and
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construed in accordance with, the laws of the State of California. Any action brought to
enforce the terms or provisions of this Agreement shall have venue in the County of
Stanislaus, State of California.

[SIGNATURES SET FORTH ON FOLLOWING PAGE]
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IN WITNESS WHEREOF, the parties or their duly authorized representatives have
executed this Agreement on the day and year first hereinabove writien.

COUNTYP STANISLAUS AMS.NET, INC.

By: \Qzﬂﬁ/—ﬁ By: Q/ZK”

KeithlgD. Boggs, Deriuty Executive Robert Tocci, President

Officey, General Seryices Agency
Director, County Purchasing Agent
"Consultant”

"County"
APPROVED: BOS Resolution: _30ii-4%9

APPROVED AS TO CONTENT:
Dent. of Strategic Business Technology

By: Mﬁ"“hc—d/ﬁ )
VZércia Cunningham, Dir@kﬂ"——m
APP

OVED AS TO FORM:
John P. Doering, County Counsel

By: /7/// 4///

ldiﬁfﬁ/lﬁ- Doering, €6unty Counsel

VADATAWPUBLIC\CounseNCONTRACT\PROF-SERV Agmt.wpd
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EXHIBIT A

A. SCOPE OF WORK

1. The Consultant shall provide the following services for County’s Strategic Business
Technology Depariment (SBT):

a. Provide equipment, software, maintenance/support contracts, professional services,
and training EMC units as provided in the following price quotes (see attached):
60947
64395
64511
64513
64516
64518
64519
654946
65304
65570

L] . ] L] ° -] ] -] [ I ]

Please note: EMC Training Units (quote 64516) will be purchased at the end of the
implementation to maximize the time for utilizing the training within a one (1) year time
frame.

2. Delivery of Software — All media/software, inciuding but not limited to initial license
purchase, major releases, maintenance releases, upgrades, updates or patches, will only
be made available by download over the Internet. Consultant and/or software distributor
shall not send the County any hard copy media.

3. Coordinate the EMC hardware and software impiementation of the Storage Area Network
{(SAN).

4. Provide the logical installation of the SAN as follows:

a. Design and implement the logical structure of the SAN based on best practices
and County requirements.
b. Consultant's engineer(s) will create a design document outlining the logical layout

of the new SAN that will include Storage Groups, RAID Groups, Logical Unit
Numbers (LUNSs), Hot Spare hard drives, Storage Controllers/Processors, Tiers of
storage (if applicable), automation of tiered storage (if applicable) and software
features of the new SAN.

c. To develop the above design, Consuitant’s engineer (s) will work with the County
and SAN manufacturer to ensure SAN design meets the County’s data storage
needs.
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d. Once the design is created and accepted by Consultant’s engineer(s) and the
County, Consultant's engineer(s) will implement the accepted logical design on the
new SAN based on the design document created above.

e. Once implementation of the design is completed by Consultant's engineer(s), final
documentation of SAN structure will be completed.

f. The EMC VNX5500 will be connected to the same fiber channel fabric as the
existing IBM DS4300 and will coexist with the existing storage.

4. Provide for the migration of data from the existing local server storage to a new, shared
SAN. This will cover either local storage or IBM SAN to EMC SAN data migration.
a. Consultant’'s engineer(s) will migraie up to 5 of the servers from the current
environment listed below to the new EMC VNX5500 shared storage.
e Currently in the County’s environment, there are 4 types of servers:
Virtual Machines on an ESX host connected to the current IBM Storage
platform.
Virtual Machines on an EEX host using local storage on the ESX host.
Physical Servers with a single OS and local storage.
Physical Servers connected to the current IBM Storage platform.
b. Consultant’s engineer(s) will train the Countyv on the proper methods o migrate the
remaining servers based on industry best praciices and Consultant's experience.
c. The County will be responsible for remainder of data and server migrations.

5. Provide for the installation of the two (2) Cisco MDS 9148 Fiber Channel Switches {o
provide communications between the Storage Area Network (SAN) and the VMware ESX
host servers. AMS.NET wili configure the two {2) Cisco MDS 9148 with a single VSAN
and configure the switch using industry best practices.

6. Any additional hardware needed to connect the servers to the shared storage fabric is not
pravided by this proposal and are the responsibility of the County to provide.

7. All services provided by Consultant and the manner in which services are to be provided
are more particularly set forth in the County's Request for Proposal #11-12-CB; the
Consultant's responding proposal (the "RFP Response”); Notice to Proposers;
Information for Proposers; General Conditions, as well as any plans, specifications,
addenda, and any documents particularly required or provided (as may be applicable), all
of which are incorporated herein by reference and made a part hereof (collectively, the
‘RFP"). All of the foregoing documents, as may be applicable, together with this
Agreement, comprise the contract and ali services provided hereunder shall be performed
in accordance therewith. !n the event there is a conflict between the terms and conditions
set forth in this Agreement, those set forth in the RFP, and those set forth in Exhibit A,
then in such case, the terms and conditions shall control in this order: 1%, Exhibit A, 2™,
this Agreement, and 3™ the RFP.
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B. CORMPENSATION

The Consultant shall be compensated for services under this Agreement as follows:

Purpose Amount
Furchase of equipment, software, maintenance/support contracts, and training

EMC units $154,326.00
To coordinate the EMC hardware and software implementation of the Storage

Area Network (SAN) $14,043.00
Logical installation of the SAN — Design and Implementation $6,000.00
Migration of data from the existing local server storage to a new, shared SAN $5,000.00
Installation of the two (2) Cisco MDS 9148 Fiber Channel Switches to provide

communications between the Storage Area Network (SAN) and the VMware

ESX host servers $2,000.00

TOTAL:

$181.369.00

Invoices may be submitted upon delivery and receipt of all equipment, software, and
maintenance/support agreements. EMC Training Units (quote 64516) will be purchased and
paid at the end of the implementation to maximize the time for utilizing the training within a
one (1) year time frame. Payment for professional services pursuant to the scope of work
defined above will be paid as part of the final payment upon completion and approval of

project. Invoices with detailed line items shall be submitted to:

Stanislaus County — SBT
Attn: Terri Sanders

801 11" Street, Fourth Floor
Modesto, CA 95354

The parties hereto acknowledge the maximum amount to be paid by the County for services
provided shall not exceed $181,369.00 including, without limitation, the cost of any
subcontractors, consuitants, experts or investigators retained by the Consultant to perform or

to assist in the performance of its work under this Agreement.

C. TERM

The term of this Agreement shall be from the date of this Agreement, August /&, 2011
through the installation, implementation and County's acceptance of the new Storage Area

Network (SAN) solution which shall occur no later than December 31, 2011.

D. ACCESS TO ON-SITE EQUIPMENT

Consultant will agree to abide by County’s IT security standards when utilizing any remote
access method. In situations where physical access to equipment located in County-owned
facility is required, access shall be coordinated through County’s SBT engineers. A County
SBT Staff member must be present while Contractor is on-site. On-site access shall be
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provided as needed to complete the project.
E. OFFICE SPACE, SUPPLIES, EQUIPMENT, ETC.
Paragraph 5 of this Agreement is amended to read as follows:

5.  The County will provide space in the SBT Server Room for the necessary
equipment and hardware. Consultant shall provide such office space, supplies, equipment,
vehicles, reference materials and telephone service as is necessary for Consultant to provide
the services under this Agreement. The Consultant--not the County--has the sole
responsibility for payment of the costs and expenses incurred by Consultant in providing and
maintaining such items.

F. REPRESENTATIVES

The parties appeint the following individuals to serve as Project Managers hereunder:

For County: For Contractor:

Michael Pless, SBT Senior Systems Enginesr  Joe Moomau, VP of Operations
plessm@stancounty.com : imoomau@ams.net

(209) 652-0419 (925} 245-6102
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