THE BOARD OF SUPERVISORS OF THE COUNTY OF STANISLAUS

/ ACTION AGENDA SUMMARY
DEPT: PROBATION BOARD AGENDA#__#p-10
7

/
¥ [ .
Urgent Routine __ X AGENDA DATE October 30, 2001

CEO Concurs with Recommendation YES 5 NO 4/5 Vote Required YES NO f
{information Attached)

SUBJECT:
APPROVAL OF CONTRACT WITH THE VICTIM COMPENSATION AND
GOVERNMENT CLAIMS BOARD FOR COLLECTION OF RESTITUTION FINES IN
FISCAL YEAR 2001-2002.

STAFF RECOMMENDATIONS:

1. APPROVE A CONTRACT WITH THE VICTIM COMPENSATION AND
GOVERNMENT CLAIMS BOARD FOR THE COLLECTION OF RESTITUITION
FINES IN FISCAL YEAR 2001-2002.

2. AUTHORIZE THE CHIEF PROBATION OFFICER TO ENTER INTO A CONTRACT
WITH THE VICTIM COMPENSATION AND GOVERNMENT CLAIMS BOARD TO
ACCEPT UP TO $79,208 IN STATE MONIES TO PERFORM RESTITUITION
COLLECTION DUTIES.

FISCAL IMPACT:

Up to $79,208 in state monies will provide for probation services. Appropriations and revenue
estimates were included in the Fiscal Year 2001-2002 budget. There is no impact on the
general fund. The state funds may not be used to supplant pre-existing county activities.

BOARD ACTION AS FOLLOWS: No. 2001-824

On motion of Supervisor Blom , Seconded by Supervisor Mayfield ____________________.

Excused or Absent: Supervisors Caruso _____ .. e
Abstaining: Supervisor_ NONe .. s

1) X Approved as recommended
2) Denied

3) Approved as amended
MOTION:

(it %752’/%/315

ATTEST: CHRISTINE FERRARO TALLMAN, Clerk  By:~ Deputy File No.




APPROVAL OF CONTRACT WITH THE VICTIM COMPENSATION AND
GOVERNMENT CLAIMS BOARD FOR COLLECTION OF RESTITUTION FINES IN

FISCAL YEAR 2001-2002.
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DISCUSSION:

POLICY ISSUE:

STAFFING
IMPACT;

Since 1996, the Victim Compensation and Government Claims Board
(formerly known as California State Board of Control) has entered into
yearly contracts with the Stanislaus County Probation Department to
provide funding for the collection of restitution fines from probationers on
behalf of the Victim Compensation and Government Claims Board. The
Board of Supervisors initially approved participation in this project in
June, 1996 (Board Resolution 96-696) and has approved continued
participation in the succeeding four fiscal years. The contract negotiations
this year call for the Probation Department to collect 5% over the amount
of restitution collected during Fiscal Year 2000-2001. The Probation
Department collected $30,929.85 in restitution 1n Fiscal Year 2000-2001
on behalf of the Board. The State contract covers the salary and benefits
of a Deputy Probation Officer III and .25 Legal Clerk I

This agenda item reflects the Board of Supervisors goals of efficient
government operations and multi-jurisdictional cooperation.

There are no staffing impacts associated with this request.



STATE OF CALIFORNIA
STANDARD AGREEMENT

STD, 213 (NEW 02/98)

AGREEMENT NUMBER
BOC-1084

1. This Agreement is entered into between the State Agency and the Contractor named below
STATE AGENCY’S NAME

VICTIM COMPENSATION AND GOVERNMENT CLAIMS BOARD
CONTRACTOR’'S NAME

COUNTY OF STANISLAUS, PROBATION DEPARTMENT
2.  The term of this

Agreement is: JULY 1, 2001 THROUGH JUNE 30, 2002
3.  The maximum amount  § 79,208
of this Agreement is: Seventy Nine Thousand, Two Hundred and Eight Dollars

4.  The parties agree to comply with the terms and conditions of the following exhibits which are by this reference
made a part of the Agreement:

Exhibit A — Scope of Work g ; 2 Pages
Exhibit B — Budget Detail and Payment Provision 5 Pages
* Exhibit C — General Terms and Conditions GTC201 2/01
{Number) ' (Dated)
Exhibit D — Special Terms and Conditions 2 Pages
Exhibit E — Information Security Pamphlet 12 Pages

*View at www.dgs.ca.gov/contracts

IN WITNESS WHEREOQF, this Agreement has been executed by the parties hereto.

CALIFORNIA

CONTRACTOR Department of General Services
Use Only

CONTRACTOR’S NAME (If other than an individual, state whether a corporation, partnership, eic.)

COUNTY OF STANISLAUS PROBATION DEPARTMENT
; DATE S (Do ot type)

LINDA L. DUFFY, CHITEF PROBATION OFFICER
TADDRESS

2215 BLUE GUM AVENUE

MODESTO, CA 95358-1097

STATE OF CALIFORNIA

AGENCY NAME

VICT CWEI\W\\A@ GOVERNMENT CLAIMS BOARD

A i —— [

PRINTED NAME AND TTTLE OF PERSON SIGNING

KELLY J. BRODIE, EXECUTIVE OFFICER
ADDRESS

630 “K” STREET, SACRAMENTO, CA 95814 1 Exempt




County of Stanislaus
Agreement Number BOC-1084

EXHIBIT A
{Interagency Agreement)
SCCOPE OF WORK
1. The Victim Compensation and Government Claims Board (hereinafter, “Board”) and the Chief Probation Officer

agree that the Probation Department will accomplish an increase in collection of restitution orders on behalf of all
victims in Stanislaus County including the Board of 5% over the amount of restitution orders collected during the
2000/01 fiscal year

The Board and the Chief Probation Officer agree that the Probation Department representative (representative) -
will be an employee of the Probation Department and will report to a supervisor designated by the Probation

_Department. The representative will perform the duties described below.

The Board and the Chief Probation Officer agree that the representative will ensure an mcreased and prominent
file documentation of employment and/or income status of probationers. -

The Board and the Chief Probation Officer agree that the representative will ensure the aggressive
supervision/collection efforts to require regular restitution payments through written notification and personal
contact with probationers.

The Board and the Chief Probation Officer agree that the representative will implement a clearly defined policy
regarding the filing of supplemental reports and orders to show cause for wiliful failure to pay.

The Board and the Chief Probation Officer agree that the representative will implement an employment referral
program for unemployed probationers. This program is currently ready for implementation on a limited basis and
will require no significant staff effort as the representative can provide referral material to staff as needed. The

_program will also work in cooperation with the county’s welfare reform act|v1t1es (StanWorks) and the Private
Industry Council.

The Board and the Chief Probation Officer agree that the representative will implement the enforcement of
restitution orders as money judgments through the garmishment of probationer wages through the referrals from
supervision probation officers. Additionally, the “bank case load” will be screened for those cases owing
significant restitution with concentrated collection efforts directed at those identified cases.

The Board and the Chief Probation Officer agree that the representative will implement an expanded effort to bring
restitution issues to the pre-plea process in an attempt to collect restitution at the time of plea. The amount of
restitution may not be a subject of negotiation; however, the court may properly consider a defendant's early
payment of restitution when determining an appropriate disposition. This may serve as a strong motivator to

defendants adequately advised by their counsel. Current adult court services staff is adequately prepared to

10.

incorporate this activity into the expedited sentencing processes. Additionally, district attorney staff will be trained
to seek-payment information on all violent offenses before entering into negotiated pleas. '

The Board and the Chief Probation Officer agree that the representative will ensure that clerical support staff will
increase efforts to collect restitution from those probationers granted informal probation. This will include template
letters of demand for financial information and employment documentation as well as demands for payments.
Court notification will also be required in cases of willful nonpayment and the representatwe will prepare all court
reports and make any needed appearances on informatl matiers.

The Board and the Chief Probation Officer agree that the representative will ensure that a restitution collection
activity log will be placed prominently in the probation file to reflect collection efforts, demands for payments, and
account balance information. Supervision aclivities incorporated with the improved boaokkeeping reporting
capabilities are essential to ensure rapid information processing and retrieval.

" This amount does not include two payments to one victim totaling $349,325.34 that was collected during Fiscal Year 2000-01.
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‘County of Stanislaus
Agreement Number BOC-1084

EXHIBIT A
{Interagency Agreement)

The Board and the Chief Probation Officer agree that the representative will implement comprehensive
probationer education to repeatedfy reinforce early and consistent payment of restitution. This will include
expanding the poster campaign as well as posting fliers and pamphlets at the courthouse, Clerk’s office, District
attorney’s office, the Public Defender's office and county detention facilities. This effort will confront probationers
with their responsibilities at every opportunity.

The Board and the Chief Probation Officer agree that the representative will attend unit staff meetings on a
periodic basis to stress the importance of restitution collection efforts and members of the restitution collection
task force will be recruited from each unit.

The Board and the Chief Probation Officer agree that the representative will ensure that the bookkeeping
department will provide a printout of those accounts opened on behalf of the Board and provide that information to
each supervision deputy probation officer based on caseload and to each unit supervisor. Unit supervisors will be
responsible for regularly auditing case files with the assigned probation officer to menitor collection efforts.

The Board and the Chief F’robatioh_ Officer agree that the representative will ensure that the Probation Department
will meet with superior court judges to determine the feasibility and support for an aggressive collection program to
include orders of execution and wage garnishment.

The Board and the Chief Probation Officer agree that the representative will assist the representative in the District
Attomey’s Office in modifying restitution orders that are owed to the Board from offenders on probation.

The Board and the Chief Probation Officer agree that the representative will assist the Board with restitution
hearings that are requested by offenders on probation.

The Board and the Chief Probation Officer agree that the representative will serve as a county resource on
restitution issues. To this end, the Board and the Chief Probation Officer agree that the representative may assist
victims in obtaining restitution whether or not they have filed claims with the Victim Compensation Program. The
Board and the Chief Probation Officer agree that the representative may engage in the following activities:
assisting victims in obtaining restitution orders for losses incurred as a direct result of a ¢rime; assisting wctims in
enforcing their restitution orders as civifmoney judgments; and/or assisting v1c’c;ms wuth the preparation of
evidence to obtain a restitution order.

The project rebresentaﬁves during the term of this agreement will be:

Reqguesting Agency: Victim Compensation Board -

Providing AgeNcy: gTANTSIAILS._COINTY PROBATION

Name: Laura Hill

Name: cRORGE GITIISPIFE

Phone: (916) 324-8587

Phone: (209)558-8219

Fax: (916) 327-3897

Fax:  (209) 558-8250

Direct all inquiries to:

Reauesting Agency: Victim Compensation Board

Providing Agency:STANTSTAUS COUNTY PROBATION

Section/Unit: Quality Assurance and Revenue
Recovery Division

| Section/Unit:

ADULT PROBATION

Attention: Laura Hill, Manager

Aftention: WILLIAM CHEW

Address: 630 “K” Street, Sacramento, CA 95814

- { Phone: (916) 324-8987

Address: 947 10TH STREET, MODESTO CA 95354
Phone: (209} 558-8016 :

| Fax: {916) 327-3897

Fax. (209) 558-8250




County of Stanislaus
Agreement Number BOC-1084

EXHIBITB
(Interagency Agreement)
BUDGET DETAIL
1. Invoicing

A. For services satisfactorily rendered and upon receipt and approval of the invoices, the Board agrees to
compensate the Contractor for actual expenditures incutred in accordance with the rates specified
herein.

B. Invoices shall include the Agreement Number and shali be submitted not more frequently than monthly in
arrears to:

.i_aura Hill, Managér, QARRD
Victim Compensation and Government Claims Board
630 “K* Street, Sacramento, CA 95814

2. Budgef Contingency Clause

A. Itis mutually agreed that if the Budget Act of the current year and/or any subsequent years covered
under this Agreement does not appropriate sufficient funds for the program, this Agreement shall be of
no further force and effect. In this event, the State shall have no liability to pay any funds whatsoever to
Contractor or to furnish any other considerations under this Agreement and Contractor shall not be
obligated to perform any provisions of this Agreement.

B. [f funding for any fiscal year is reduced or deleted by the Budget Act for purposes of this program, the
State shall have the option to either cancel this Agreement with no liability occurring to the State, or offer
an agreement amendment to Contractor to reflect the reduced amount,

3. Payment

A, Costs for this Agreement shall be computed in accordance with State Administrative Manual Sections
8752 and 8752, 1

B. Nothing herein contained shall preclude advance payments pursuant to Arficle 1, Chapter 3, Part 1,
Division 3, Title 2 of the Govemment Code of the State of California.




County of _Stahisfaus al
Agreement Number BOC-1084

EXHIBIT B
(interagency Agreement)

CRIMINAL DISPOSITION
BUDGET WORKSHEET
STANI_SLAUS COUNTY PROBATION DEPARTMENT
' County and Agency
SALARIES AND WAGES
Position/Class Salary FTE | Total
DEPUTY;-,PROBATION,OFFICER$ ITT $44,615 1 $ 44,615
LEGAL CLERK ITI 247312 — YV E E——
BENEFITS
Rate FTE Total
DEPUTY PROBATION OFFICER III $ 25,096 1 ‘ $25,096
LEGAL CLERK IIT - 137676 .25 3G

OPERATING AND OVERHEAD EXPENSES (please specify and see note 1 below)

NONE - $
N
3
$
TOTAL OPERATING EXPENSES $_0
TOTAL BUDGET : . $79,208

Note 1:  Any equipment fbr which the County requests reimbursement from the Board must be requested in writing
by the County and approved in writing by the Board prior to purchase. The Board reserves the option of
not reimbursing equipment that is not requested and approved in writing prior to purchase.




County of Stanislaus
Agreement Number BOC-1084

EXHIBIT B
{Interagency Agreement)

BUDGET l_NSTRUCTIONS

Personal Services - Salaries and Wages

Personal services include all services performed by employees who are o be funded by the Agreement. They may
be either salaried or hourly, full or parf-time positions. Sick leave, vacation, holidays, overtime and shift differentials
must be budgeted as salaries.

A line-item is required for each individual employee.

List each position by title and show the percentage of time devoted to the program. Example: If the person is
employed full-time, show the following: Program Coordinator, $2,500 per month at 100% time x 12 months =
$30,000. [f the person is employed part-time, show the hourly rate and the number of hours devoted to the program
(e.q., Program Coordinator, $25/hour for 10 hours per manth x 12 manths = $3,000) or the monthly salary and the
percentage of time devoted to the program (e.g., Program Coordinator, 50% x $2,500/mo. x 12 months = $15,000).
Place the total amount for this category in the space provided in the far right column.

Fringe Benefils |

The County may use fixed percentages of salaries fo calculate benefils.

Elements that can be included in the fixed rate include employer contributions or expenses for social security,
employee life and heaith insurance plans, unemployment insurance andfor pension plans. Other benefits, if
negotiated as a part of the employee benefit package, can also be included in the fixed rate.

A line-item is required for each individual em;ﬁloyee.

Place the total amount for this category in the space provided at the far right column.

Operating Expenses

The following itemns falt within this category: rent, utilities, insurance, equipment rental, equipment repalr office
supplies, telephone, postage, expendable equipment, overhead, other and travel.

Costs in these subcategones should be included if they relate to the pilot process. The total of all subcategories
should be shown in the far right column.

The following subcategories have special requirements as noted below.
Rent

The rent subcategory is for facility rental. The number of square feet that will be rented for performing services
specified in the Agreement should be indicated as well as the rental amount.

Expendable Equipment (Non-capitalized assets)
Expendable equipment includes equipment with an acquisition cost of $499 or less per unit (including tax, instaliation

and freight) or with a useful life of less than five years. Any equipment for which the County requests reimbursement
from the Board must be requested in writing by the County and appreved in writing




County of Stanislaus
Agreement Number BOC-1084

EXHIBIT B
({Interagency Agreement)

by the Board prior to purchase. The Board reserves the option of not reimbursing equipment that is not requested
and approved in writing prior to purchase.

Overhead

Overhead costs are indirect costs that cannot be bha’rged to a direct cost category because the'y are not readily
itemized or assignable to a particular program. Overhead costs are costs necessary to the operations specified in
the Agreement. The costs of centralized County services such as personnel or accounting services are examples of
indirect costs.

Travel

Budget for all anticipated in-state travel related to the program. Out-of-state travel is not authorized. The Board
anticipates that the primary contract representative but not supervisors will travel to Sacramento on four (4)
occasions during the contract term. In addition, budget for any cther travel necessary to perform the contract.

Travel necessary to attend training, conferences, or for other purposes not directly related to the performance of the
contract should also be included. However, travel for these purposes must be requested in writing by the County
and approved by the Board in writing prior to incurring the expense. Absent such approval, the Board reserves the
option of not reimbursing these expenses,

The state mileage rate is a maximum of $.31 per mile. When employees of the County need to operate a privately
owned vehicle on business, the employee will be allowed {o claim $.31 per mile.

The County may use its own written travel and per diem policy or the State policy. See Appendix #1 for the State
travel and per diem policy. :

Counties that plan to use cars from a state, county, city or district car pool or garage may budget either the mileage
rate established by the loaning agency or the state mileage rate, not to exceed the loaning agency rate.

Generally, provide one level of line-item detail unfess further explanation is needed. The narrative description below
each item can explain what the item encompasses.

Itemize travel expenses of contract personnel and show the basis for computation (e.q., travel to meeting in
Sacramento, 100 miles @ $.31 per mile = $31) or by the month (e.g., confract employee travels 100 miles per month
@ $.31 per mile x 12 months = $372). Justify the travel by bnefly stating the purpose (e.q., contract employee
attended meetmg held by Board staff).

Equipment (Capitalized Assels)

Nonexpend-able personal property equipment is tangible persbna'l property having a useful life of five years or more
and an acquisition cost of $500 or more per unit (including tax, instaflation and freight).

NOTE: Inclusive in this definition is "modular furniture” which is to be considered a capitalized assetdue to its
- assembly requirements of several components to form a unitary whole.

Equipment used solely for program activities may be budgeted if it is essential to the implementation of the
Agreement. Grant funds may not be used to reimburse the applicant for equipment already purchased. Any
equipment for which the County requests reimbursement from the Board must be requested in writing by the

County and approved in writing by the Board prior to purchase. The Board reserves the option of not reimbursing
equipment that is not requested and approved in writing prior to purchase.

The fotal of all items in this category should be shown in thé; far right column.




County of Stanislaus
Agreement Number BOC-1084

EXHIBITB
{Interagency Agreement) ) ‘
- APPENDIX #1

STATE TRAVEL POLICIES

Mileage
The reimbursement rate to operate a privately-owned vehicle is from .31 cents per mile.
Meals

Breakfast $ 6.00 - Breakfast may be claimed when travel cormmences at
or prior to 6:00 a.m. Breakfast may be claimed on
the last fractional day of a trip of more than
24 hours if travel terminates at or after 9:00 a.m.

Lunch $10.00 - Lunch may not be claimed for travel less than-

: 24 hours. Lunch may be claimed if the trip begins
at or before 11:00 a.m. and may be claimed on the
last fractional day of a trip of more than 24 hours
if the travel terminates at or after 2:00 p.m.

Dinner $18.00 - Dinner may be claimed if the trip begins at or
before 4:00 p.m. Dinner may be claimed when
_ travel terminates at or after 7:00 p.m. whether on
a one-day trip or on the last day of a trip of
more than 24 hours.

Incidéntals $ 6.00 - Incidentals may be claiméd for trips of 24 hours or more,

Total $40.00

Lodging
Statewide, with a lodging receipt - Actual lodging expense, up to $110.00 + applicable taxes.

Other

Taxi, airport shuttle, etc., which exceeds $3.50 must be supported by receipt. Parking in excess of $6.00 must be
supported by receipt.




Colinty of Stanislaus

Agreement Number BOC-1084

EXHIBIT C
(Interagency Agreement)

GENERAL TERMS AND CONDITIONS

PLEASE NOTE: This page will not be included with the final contract. The General Terms and Conditions

will be included in the contract by reference to intemnet site www.dds.ca.gov/coniracts.




County of Stanislaus
. Agreement Numbér BOC-1084

EXHIBIT D
(Interagency Agreement)

SPECIAL TERMS AND CONDITIONS

1.

Compensation

The County will be paid by the Board with funds from the Restitution Fund. Any payments shalf be

" contingent upon the availability of Restitution Funds. Any funds paid shall not be a charge upon any

Federal monies or State General Fund monies. Funds provided under this agreement are not to
supplant existing County activities.

Approbriation of Funds

Payment for services from July 1, 2001 fhrough June 30, 2b02 is contingent upon the appropriation of

funds for payment of this service. If such appropriation is not made, the Board shall be relieved of any
payment for services provided during that period. If during the term of this agreement, the State funds
appropriated for the purpose of this agreement are terminated, suspended, discontinued, or reduced
by the California Legislature, the Board may immediately terminate this agreement by written notice to
the County. For satisfactory performance of the work, the Board shall reimburse the County an
amount equal to actual costs of doing business or the amount of the contact, whichever is less.

Moving

The County must obtain written authorization from the Board prior to modifying existing
spacelaccommodatlons and/or relocat:ng operations o a new facility if such actions w:ll result in the
County requiring a budget augmentation in current or future fiscal years

Nofification of relocation must include the new address, including room ‘number and the name, title,
address, and phone number of a contact person who is responsible for telephone line and
computerfelectrical cable installation. This advance notice must be given to enable the Board to make
necessary arrangements to relocate equipment.

Relocation of computer terminals must be approved in writing by the Board prior to the actual move. The
County will be reimbursed by the Board for expenses incurred as a result of the relocation (except for
cabling costs).

Regulations and Guideiines

All parties agree to be bound by all applicable Federal and State laws and regulations and Board
guidelines/directives/memos as they pertain to the performance of the Agreement.

Audit, Proqram Evaluation and Monitoring Provisions
A. Audit Provisions:

The County shall have available all records which support expenses charged to the contract
including, but not limited to, payroll registers, time sheets, purchase orders, purchase estimates,
receiving reports, and appropriation ledgers. These records are subject to examination and audit by
the State for a period of three years beyond the date of the final payment. If an audit is forthcoming,
the Board will notify the County at least thirty (30) days in advance of the dates of the audit.

B. Program Evaluation and Menitoring:

The County shall make available to the Board, and their rebresentatives, for purposes of inspection
and review, any and all of its books, papers, documents, financial records and other records
pertaining to the operation of this Agreement.
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County of Stanislaus
Agreerient Number BOC-1084

EXHIBIT D
. {Interagency Agreement)

The aforesaid records shall be available for inspection and review during reguiar business hours
throughout the term of this Agreement, and for a period of three (3) years after the explratlon ofthe
term of this Agreement.

Eguigment
Costs for providing electronic data processing (EDP) input and output devices, with software including

monithly maintenance fee and installation, as deemed necessary by the Board shall be provided andfor
reimbursed by the Board. Such expenses will be reimbursed over and above the contract amount -

. specified in this agreement.

Any equipment for which the County requests reimbursement from the Board must be requested -
in writing by the County and approved in writing by the Board prior to purchase. The Board
reserves the option of not reimbursing equipment that is not requested and approved in writing
prior to purchase.

Operating and Overhead Expenses

Operating and overhead expenses shall be fully set forth in Exhibit B and may be reimbursed by the
Board. The County must obtain written approval prior to any/all modifications being made to the line
items under the operating and overhead expense category, and records must be retained to support
these expenses for a period of three years following the fiscal year covered by this agreement.

inventory

 EDP equipment, capitalized assets and non-capitalized assets, shall remain the property of the Board

10.

and shall bear identification tags supplied by the Board. The County shall prepare an inventory listing as

of June 30, 2002 and as otherwise requested by the Board on forms provided by the Board.

In the event of termination of this Agreement, those identified items shall revert to the Board. The County
must hold any/all iters identified in the inventory fist in storage for forty-five (45) days from the date of
termination or until the Board retrieves its property. Payment of storage and retrieval shall be the
responsibility of the Board. :

Confidentiality Statement

All financial, statistical, personal, technical and other data and information relating to the State’s
operations which are designated confidential by the State and made available for the contractor in
order to carry out this agreement, or which become avaflable to the contractor'in carrying out this
agreement, shall be protected by the contractor from unauthorized use and disclosure through
observance of the same or more effective procedural requirements as are applicable to material which
the contractor deems confidential and so protects.

Confidentiality of Records

The County shall maintain the confidentiality of all records containing personal identification. The County
shall not disclose any personal information in a manner that would link the information disclosed to the
individual to whom it pertains unless the disclosure is explicitly authorized by law. The County shall
insure that all staff is informed of the requirements of this. provision and of direction given by the Board in
the “1999 Information Security Pamphlet” (Exhibit E). The County shall establish procedures to insure
confidentiality of personal information. The County agrees to limit access to and use information
obtained from the Board only for the purposes outlined in this agreement and the attachments.




| STATE OF CALIFORNIA -

EYHIBIT "E"

" GRAY QAVES. Govarnior

'STATE BOARD OF CONTROL . L " CLFF ALLENBY, INTERM DiRecTOR
AUDITS AND INVESTIGATIONS BRANCH: ‘ . . Departmant of Genoral Servicss
P.O.BOX 48 . Coo ' © And Chairman
SACHAMENTO CA 95812-0048 : ' X . : '

7 , . : KATHLEEN CONNELL -

Controlier And Board Mémbar

_ BENNIE O'BRIEN
Board Member

- . DARLENE AYERS-JOHNSON
Exscutive Director

Memorandum

_ Date
To

From

Subject ;

March 11, 1999 | S - BOARD POLICY MEMO NO. 99-G1
‘ : - ‘(Replaces ADM:13:01:95-96)

AII Board of Control Staff

Darlene Ayers-Johnson
Executive Director

INFORMATION SECURITY PAMPHLET (ISP) -

BACKGROUND

.. The State Board of Control has a statutory obhgatzon to protect confidential
information from unauthorized or accidental access, alteration, disclosure,

destruction, or dissemination. Additionally, special precautions miust be taken to

- safeguard against any violations of an individual's rights to privacy. Alt employees
. share in the responsibility for protecting the oral, printed (as in claim files), or =~
- electronic (computer—readable) information recewed and used in fuh" iment of the

. State Board of Control’s mission.

POLICY _ ,
Your responssbzhty is to know, understand, and, adhere to the policies, established to
protect information, The information security policies established to date-are o

indicated later in this pamphlet (see the 1999 Acknowledgrhent Form on page 12).
Because these pohmes may be revised or expanded, there is room for you to note
these changes in the lnformatxon Security Pamphlet until its next revision.

'After readang and understandmg the contents of this memorandum complete and

sign the attached acknowledgement form. The ssgned acknowledgement form

~ ‘should be subm:tted to your supervisor.

Supervisors are to aiiot up to three hours, which should be mdlcated on the '
employee’s official time sheet as “Informat:on Security Familiarization,” for each
subordinate to review and comprehend this policy. Any allotted time for new
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lnformaﬂon Secunty Pamphlet {ISP)
“March 11, 1999

Page 2

employees should occur within the first teri working days of the em.oloyée s arrival,
or in the case of existing empfoyees within ten business days of the date of this

memorandum

Superv;sors are to sign the employee’ completed acknowiedgement form in the

‘applicable location, and.submit the acknowledgement form to the State Board of
. Control's Human Resources Section. — : : .

Upon r9ceipt the Human Resources Secﬁon Wi!i ensure that a copy of the

- acknowledgement form is placed in the empioyee’s official personnel folder and

* submit the original copy to the infonnatlon Security Officer (1SO).

The 1SO may remove an md:wdual s access to the State Board of Control’
information assets if an ackvr‘owledgemen_t form is not timely submitted.

This policy memorandum supercedes:

Document Title , Document ~ | Issue Date
Password Policy : | Board Policy |~ ' :
R  Memo 92-01 | March 23, 1992
Employee Security Breaches ADM:07:01:88-89 | June.19, 1989 -

| Employee Security Breaches | ADM:04:03:88-89'| June 26, 1989
.| Turning Off Personal Computers o S _

and Terminals .ADM:07:01:88-89 | - May 8, 1989 .
1996 Information Security Pamphiet ADM:13:01:95-86 March 1, 1956
| Check-out of Portable Personai o o )
Computers '

_ADM:07:01:89:90 | October 27, 1989

' This policy r‘nemorar}dum_ should-be retained. until superceded.

- Any viovl'atioo of this pelicy may result in approprél-ate disciplinary action.

[} ARLEN E A%} O

Executive Director

DAJ:DS:jow

Attachment




ormanon Security Pamphlet (lSP)

rch 11, 1999
ge3d3 -
_ "PAGE .
SEC-TION NUMBER
A.‘_k Password gelecﬁbn and maintenance.gul;del-ines 4
‘B. Add:txonal password guidelines for managers and supemsors 4
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—A. PASSWORD SELECTION AND MAINTENANCE GUIDELINES

" The password is fundamental to maintaining the Integrity of the State Board of Control's
automated envircnments. Passwords authenticate an individual's Identity, establish
" accountability; and prevent unauthorized system access. Proper password selection is
crucial to maintaining the password’s confi identiality. “Hackers,” or those who try to
retrieve Information from computers illegally, will sometimes break Into systemis by.
using words that are famillar to the computer operator. With this In mind, all users

should adhere to the following when selecting or altering passwords:

Do not use names or initials in the password,
Including names of spouses, ch:ldren or
family pets.

- . Avoid using prominent people names SuChawm
as the Govemor President, or Pope. éf‘
Consider using words from foreign __
languages, or first letters of words i 1e
phrase from a book, magazine,’ or song
Do not use address numbers, ta!ephone v
numbers, social security numbers or hcense

‘numbers in the password B

‘As password owners, ai! personnel have
Notify the System Administrator immediately -
if a password does not work. Thiscould .
indicate that someone has access to tha A
system using your identity.
Terminate an active terminal session before 3

leaving the immediate vicinity of the temnng!

t

because the access authorized for a
particular password remains active,
throughout the-session. _

" Do not reveal a password to.any other
person, '

+ Use passwords that are at least ﬁva

characters long. :

+ Use a.password with meaning so that it can

=, be easily remembered.

2. . Consider using special characters (i.e. $, #,
%35...) in addition to letters and numbers in the
. p. _nat use words such as 'secret,"

~*canfidential,” or "guard” in the password.

Do notuse month o weekday names in the
Zypassword. .

the fo!!owmg ‘password respons:blhtles

‘Notify the System Administrator and the

-3 _ Information Security Officer if you believe a

Losl . password has been compmm:sed or if you

< have been asked to compromise a

* password.

Do not write down a password. Memorizeit-
to keep it confidential.

-Subrnit-a signed Service Request to the

¢ ¢ Information Systems Section if a password
<. . is forgotten. .

Change the password mon‘thly

Ifan employee changes job duties within
State Board of Control or a Joint Powers
Agency, the employee’s okd manager or
supervisor should remove the employee's
‘computer access capabilities by:
1. Notifying the. System Administrator -

and the password owner (user) and;
2. Submitting a signed Service Request -

to the Information Systems Section to

delete or modify the empioyee’s .

access privileges.
The System Administrater may revoke an
access privilege that has not been used for
an extended period after first consulting with -

the Information Security Officer.

i#% - A temporary job function may be assigned to
7 the individual(s) scheduled to perform
another employee’s job duties in the event of
lliness, vacation, or leave, by submitting a

- signed Service Request to the Information
Systems Section. - _

If any employee terminates employment with
the State Board of Control or a Joint Powers
Agency, his or her supervisor shall submit a
signed Service Request to the information
Systems Section to remove the employee's
access, .
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- C. INFORMATION SECURITY BREACHES

Any person who commits an information
security breach or commits certain unlawful
acts may be subject to administrative
" disciplinary actions and/or prosecution -*
under the Comprehensive Computer Data
Access and Fraud Act (Penal Code Section
502) which states, *...any person who-

. commits.any of the following acts is guilty of

. a public offense...knowingly accesses and
without permission afters, damages,
deletes, destroys, or otherwise uses any
data, computer, computer system, or

?‘ computer network in orderto either (A)

: devise or-execute any schemie or artifice to
l defraud, deceive, or extort, or (B) wrongfully
t control or obtain money, property ordata...

Employees who become aware of an
information security breach must
immediately inform their supervisor and the
Information Secunty Officer. .

An information security breach can be
"accidental.” It does not require a willful or

" intentional act on someone’s part. An

accident can occur because of an honest
mistake or because of negligence. Audit
guidelines require the inclusion of all
definitions of what constitutes a security
breach. Any form of disciplinary action
would, in most instances, be focused on
information security breaches thatare
purposeful and malicious. -

& - D.RePORT SUSPECTED ILLEGAL OR IMPROPER ACTIVITIES

é Any suspicions of improper or illegal
- activities directed against the State Board of
@ _Control will be promptly investigated.
“Employees must notify the Information
Security Officer and their supervisor
- immediately of any suspected jllegal or

improper activity.
Refer to Board Policy Memo 93-06 and

- Board Policy Memo,99-07, for addrtxonal

guidance on this matter.

. E. CHECKOUT OF PORTABLE PERSONAL COMPUTERS

‘ Eiectromc equment may be checked out

_from the Information Systems Section by
submitting a computer checkout form-at

. least 24 hours before the equipmentis-
needed.  Employees who check out State-
owned equipment are-responsible for taking
reasonable precautions against possible .
theft or vandalism of the equipment, for
ensuring that the equipment and software .
are used only for State work, and forthe

adherence to software copyright laws and.
license agreements. Employees are- also
responsible for the retum, in good condition,
of all manuals and training materials

- checked-out with the equipment.

Laptop computers and other portable
equipment should not be left in vehicles.
These tems should be carried by the
employee or stored in a locked hotel room

* or other secure area while traveling.

F. USE OF STATE INFORMATION ASSETS

Use of the State Board of Control's
information assets should only be for
‘purposes related to the State Board of .

Control's mission: It is against pclicﬂr and
State law to use State assets for personal
reasans.
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G "ACQUISITION AND UsE OF PERSONAL COMPUTER SYSTEMS Assoc:ATED
EQUIPMENT AND SOFTWARE

Each PC, item of peripheral equxpment, or
“software package owned by the State Board
. of Control will be assigned to a specific
employee. All employees who use PCs are
responsible as owners, custodians, and ..
users of the data and software maintained
on their PCs. All managers, in conjunction
with their employees, must maintain
responsibility for the appropriate use of
PCs, adherence to licensing agreements,
and the security of data, hardware, and
software. The acquisition and use of PCs

* shall be in accordance with the State Board.
of Control's PC policy.

Only software purchased and supported by |
the Information Systems Section or explicitly
approved by the Information Security Officer

_is authorized for use ‘on the State Board of

Control's personal computers. Any
unauthorized software found en a personal
computer couid lead to administrative
disciplinary action.

Refer to Board-Policy Mema 96-02 and
ADM:07:01.85-96, issued February 6, 1896,
for additional guidance on this matter

H PERSONAL COMPUTER BACK-UP POLICY

To protect against loss of mformatlon stored
on the State Board of Control's personal

- computers, electronic information backups
-'should be performed on a regular basis by
users storing information td a local drive. All
diskettes used for the backup should be -
consecutively numbered and labeled with
the users name, the user’s unit, the backup

date and the backup type (mcremental or
full). These diskettes should be given to the

information Systems Section for safe and

secure off-site storage.

‘Refer to Board Policy Memo 99-05 for

additional guidance on this matter.

2k DESTRUCT]ON OF CONFIDENTIAL DOCUMENTS :

Document shredders and raceptac:[es

marked "Confidential Material for Certified

Destruction Only” are located throughout
~ the building, and they are the cnly

authorized means for disposai"of
confidential information. -

Refer.to Board Policy Number 98-18 for
additional guidance on this matter.

J. TURNING-OFF PERSONAL COMPUTERS AND TERMINALS

All employees will tum-off their assigned

. -electronic workstations, personal _
computers, and other relatéd equipment at

" the conclusion of each workday unless
there is a specific need for 24-hour
operation. Compliance with this section will

' enabie the State Board of Control to: reduce }

energy usage and utility costs, reduce
unnecessary wear on the mechanical parts
of a computer, reduce exposure to electrical
spike damage, and reduce fire risk due to
equrpment malfunctions.
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K. MEDEA CONTACTS

Any contact with media representatwes

should be immediately referred to the Chief .
Deputy Executive Director. In the absence -

of this individual, contacts shouid be s

referred to the Deputy Executive Director of

_ the Revenue, Recovery & Compiiance -
Division, the Manager of the Legislation,
Policy & Special Services Section, the

Deputy Executive Director of the Victims of

" Crime Division, or the Manager of the

Governmerit Claims Division, depending on

- the subject. matter of the inquiry. Media

contacts can be referred to the Executive
Director if the applicable Deputy Executive
Directors or Managers are unavailable.

Refer to Board Policy Memo 98-16 for .

- additional g.u_iciance on this matter.

L. LEGISLATIVE CORRESF‘ONDENCE AND TELEPHONE CONTACTS -

-Any corréSpondEnce received from a state
- or federal legislative office should be
immediately delivered to the Executive
Director’s Assistant. in her absence, the

correspondence is to be delivered to either

the Secretary to the Deputy Executive

' Dlrector or the Secretary for the Legislation,

Policy; & Special Services Section.

" Refer to Board Policy Memo 97-04 for

additional guidance on this matter.

M. USE OF THE INTERNET,

" The State Board of Control reserves the
Tight to monitor and/or log all computerized
activity with or without notice, including e-
. mail and all web site communications, and

"therefore, users should have no reasonable

expectation of prlvacy in the use of these

resources.
It is unacceptable for a user to use, submit,

- publish, display, or transmit on the network
or on any computer system any information

which:

"+ Violates or lnfnnges on the rights of any

other person, inciuding the nght to
- privacy, .
+ Violates regulations or policies
_prohibiting sexual harassment;
+  Restricts or inhibits other users from

" using the system or the efficiency of the

computer systems;
+ Encourages the use of controlled

‘substances or uses the system for the

purpose of criminal intent;

.+ Uses the system for illegal purposes; or

‘Contains defamatory, false, :naccurate

: abuswe, obscene, pornographic, 7
profane, sexually oriented, threatening,-
racially offensive, or otherwise biased,
discriminatory, of illegal material.

It is also unacceptable for a user to use the
facilities and the capabilities of the system
to: '

-+ Conduct any non-approved bus_mess;

+  Solicit the performance of any activity -
that is prohibited by law;

+ * Transmit material, information, or
software in violation of any local, state

~ orfederal law;

+. Conduct any political activity;

¥ Conduct any non-governmental-related

~ fund raising or public relations activities;

+ Engage in any activity for personal gain

© oF personal business transactions; or’

+  Make any unauthorized purchases.

Refer to Board Policy Number 89-04 for
additional guidance on this matter.
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'N. PUBLIC ACCESS TQ INFORMATION

Al staff must comply with the following
“applicable laws prior to dxssemmatmg

information:
¢+ The California Pubhc Records Act

" (Government Gode § 6250-6265);

A' + California Information Practices Act_ of

1977 (Civil Code § 1798 et seq.);

+ ‘Comprehensive Computer Data Access

. and Fraud Act (Penal Code § 502);

_+ Unemployment Insurance Code § 2111,

+. Government Code § 13968(d);

: , Victims of Crime
As a general rule, information in a victim's | -

file may be disseminated only with the

‘express written consent of the victim or the
- victim's attorney representative. If the

victim is a minor, the written consent must.
be-obtained from the minor's custodial
parent/guardian or the designated attorney

tepresentative. The following are public .

records and may be disseminated upon

Additionally, the State Board of Control has

developed several policies, procedures, and
manuals that need {o be reviewed and

_ .followed prior to any infoymation
dissemination. This policy can not include

all the circumstances addressed by these
other documents. However, adherence to
the general rules below will provide some
guidance. If questions deveiop, staff should
not hesitate to consuit with their supervisor
in situations which raise concemns or in
which the application of the available -
guidelines is'not clear. -~

Division

receipt of a wriften request: State Board of
Control agendas.

Exceptions to this rule should be made on a
case-by-case basis with approval of the
Victims of Crime’s Policy and Procedures
Section Manager and after consuitation with
the State Board of Control's Legal Division.

Government Claims Dw:s:on :

B As a general rule recommendations and
-analyses prepared by the involved State
-agencies,.as well as State Board of Control
‘staff, are protected from disclosure until the:

~ time available to file litigation has passed
without litigation being filed. ‘Once the ciaim
- has been adjudicated or otherwise settled,

or the time for adjudication has passed, all

~ -records involving the claim are public
records. The following are public records

and may be disseminated.upon receiptof a

written request: claim documents, claim
amendments, bid protest files, State Board
of Control agendas, State Board of Control
notices, and information submitted by a .
claimant.

Exceptions to this rule shouid only be made
on'a case-by-case basis with the approval
of the Government Clairhs Program
Manager and after consultation with the

State Board of Control's Legal Division.

O DRUG-FREE WQRKPLACE REQUIREMENTS

The maintenance of a drug-free workpiace
is required by the Federal and State
government. The State Board of Control is
committed to maintaining a drug-free
workplace. As such, employees noticing
suspected illegal substances in the

" workplace should immediately notify their

supefvisor. Each situation will be evaluated
and appropriate action taken. Because
some illegal substances can be absorbed

" through the skin, employees should never

atterript to pick up-or move suspected
material.
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If an employee has a substance abuse
problem invelving drugs and/or alcohol, the
Employee Assistance Program may be

- available for assistance. However, adverse’
action, and possible criminal prosecution

involving law enforcement agencies, may be -

" taken against any emj:ilo?ée’ found to be in -

the possession or under the influence of -
drugs or alcohol while onthe job. - . -

~ Referto Board Policy Memo 89-07 for

additional guidance on this matter.

- ~ P.Notes .
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GLOSSARY.

Access

To gain entry {0, instruct, of communicate with the logical, arithmetical,
or memory function resources of a computer, computer system, or
computer network.

Computer Prcgrarrf or
. Software

A set of instructions or statements ‘and related data that when
executed inactual or modified form, cause a computer, computer

‘system, or computer network to perform specified functions.

> v

Computer System

A device or coflection of devices,-including support devices and |
excluding calculators which are not programmable and capable of being

-1 used in conhjunction with external files, one or more of which contain

computer programs, électronic. instructions, input data, and output data,
that performs functions including, but not limited to, logic, arithmetic,

| data storage and retrieval; communication, and control.

Confidential Information

information that is exempt from disclasure under the California Public
Recards Act (Government Code §6250-6265); information classified as -
personai by the California Information Practices Act of 1977; information

1 that is exempt from d:sclosure by other applicable State or Federal

laws; and information lirnited from disclosure by ccntractual obhgatlon
such as proprietary computer software.

Cusiodians of Information

Caretakers of an automated file or database. Custodlans are normally

‘organizational units, such as the Information Systems Section, or

separate agencies, such as the Health and Weifare Data Center.
Custodians usually provide technical facilities and support sarvices o
owners and users of information.

ﬁaia‘

A representation of information, knowledge, f'acts conCEpts computer

scftware, computer programs or instructions. Data may be in any form gl
in storage media, or as stored in the memory of the computer or in
transit or presented on-a display device. ‘

E-Mail (Electronic Mail)

‘A means of sending messages between computers usifiga computer

network or aver a modem connected to a telephone ling.

Full Back.up

A backup of electronic data containing selected files.

Improper Disclosure of
Information:

The disclosure by Board employees of information ar:céssed through
the Board that might have adverse personal implications with respect to
identifiable individuals, either Board employees or pamcnpants ina

Board program..

incremental ‘Backu;'z :

A bar:kup of electronic data contammg ail sefected files modified or
added since the last full backup.

informastion Secdn'ty Breach

Including, but not limited to, any of the following acts the unauthonzed '
use of equipment, the improper disclosure of information, the '
unauthorized disclosure of software, the unautherized modification. of
information or software, the loss of information or software, the
unauthorized use 'of information, and/or the unauthorized use of

software.

Information Secunty Oﬁ’ cer
(IS0} .

" The individual responsible for ¢ cverseemg the Board's pohcaes and

procedures designed to protect the Board's information assets.
Secunty and risk management are the ISO’s top priorities. The Board's
1SO is MARK LAMB, (916) 445-2580.

Information Secuﬁty.\fsolation -

Any act that is not in compliance with established iaws, regulanons
policies, or procedures.

1 internet

A medium through which information or electronic mail may travel

" The intemal hard disk of a personal computer.

Locatl Drive
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Loss o_f Inforrmation or

Software

The unautharized deﬂrﬁctien or ramova{ of a'_Boatd data file, syst’ém ]

| software, or application software by:a Board empldyee.

_Own'ers of lnformatfon

The organizational unit having responsibility for making classiication

-and control decisions regarding an automated file or database.
-Generally the program management that employs the data processed

by an-autorhated system is responsible for identifying user access

requirements and is most affected if the information is lost,
_compromised, delayed, or disciosad.

- Persona!vCOmputer,

Any deskiop or portable computer owned and maintained by the Board,

i ‘including but not limited to all IBM and IBM compatible desktop and

Iaptop computers and all Apple Macintosh computers.

.Public Infor_maﬁ'on’ o

Anything not classified as confidential. Public mformatlon may also be".
sensitive information.

Sensitive Infonﬁation

Information that requires spec:al precautions to protect it from

1 unauthorized or accidental modification or destruction. Maintenance of

its integrity or assurances as to its accuracy and completeness is
required. Sensitive information may be cdnfidential or pubhc
information. A

“System Adminietrator

State Board of Ccntroi s Information Systems Section Manager

| Unauthorized Disclosure of

Software

The giving or selffing of & program developed at Board expense to-

“anotHer person or organization. .

I Unauthorized Modification of.

information or Software

The accidental or malicious alteration of the records in a file, systems

1 soitware, or applications software by a Board or Agency employee,

Unauthorized Useof -
Equipment

The use of Board hardware by Board employees to process snformation

- without the knowledge of management. |

' ‘Unauthorized Use of

Information -

The unauthorized selling or otherwise giving of mformatlon access:ble
through'the Board to other persons or arganizations.

Unauthorized Useof Software

The unauthorized use of software by a Board employee to process
data.

User of !nfc_')rrriatibn

An. emp!oyae hawng specific, hmuted authonty from the information
owner to view, change, add to, disseminate, or delete such information.

"World Wide Web (WWW, or
1. the WEB)

A part of the Intemet which provides a way for organizations er

1 individuals to pubhsh mformatson which is then available to a wor!d-w:de

audience. ..

“Warkgroup Camputing'

Codordinator

The :ndmdua! aSSIgned by tha !nformatlon Systems Secnon Supemsor

to administer the Board's Workgroup Computing Policy. Contact Paul .

Davis, at {316) 445-5477 for additional information..

APPENDIX I
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1999 ISP ACKNOWLEDGEMENT FORM
TTLE ISSUE DATE REFERENCE #
a) Information Security Officer o Decemiber 1, 1998 Pohcy Memo 58-17
~ b) Policy for Destruction of Confidential 3 L B
Records . Decémber 2, 1998 Policy Memo 98-18
_¢)- Policy and Procedures for Reporting S '
Suspected Improper or lllegal Activities March 10, 1999 Policy Memo 99-07
d) Property Loss, Theft, or Unauthonzed ' : -
Destruction March 10, 1999 _ Policy Memo 99-06
e) Acquisition and Use of PC’ Systems June 12, 1989 ; NA
f) Personal Computer Back-Up Policy March 10, 1999 Palicy Memo 99-05
" g) Access to Records September 24, 1990 Policy Memo 90-03
‘h) Media Contacts: April 2, 1998 Policy Memo 98-16
i) Handling of Legislative Correspondence L o
" and Telephcne Contacts April 2, 1998 Policy Memo 98-15
§il Computer Room Access June 30, 1992 Policy Memo 82-03
k} Drug-Free Workplace Requirements July 3, 1989 Policy Memo 89-07
I) Persanal Use of Telephones and Client ,
Response Policies May 28, 1998 P_o!icyMemc-QS-Szi
m) Definition and Ass:gnment of : -
Responsibility for Automated Files July 22, 1892 . ADM:13:01:92-93
n) Internet Access Policy -March 3, 1999 Policy Memo 99-04

- APPENDIXIT

I, - ' ' ' " have recetved read and understand the

State Board of Controi s !nformation Security Pamphlet (Board Policy Memo No. 89-01)
. and all of the policies and memorandums rndlcated abave.

I understand that any violation of the Information Secur;ty Pamphlet; or any of the-
policies or memorandums above may result in dlsmphnary achon up to and mciudtng

dlsmlssal - : . o

7 Employee Printed Name Employee Phone Number

Employee Signature - Date

Supervisor Signature Date

INFO_RMATION SECURITY OFFICER USE ONLY
| Initials: |

Date Received: I




